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Abstract
The National Airspace System (NAS), designated as part of our nation’s critical infrastructure, is a complex and vital network for air transportation. Given its significance, protection of this national asset is both vital and necessary. Underlying the NAS is a multitude of interconnected computer networks. The best practice for protecting these networks is the defense in depth approach first introduced by the military and later adapted to computer network security. 
The defense in depth approach provides multiple layers of defense to protect against attack. These layers include not only software and hardware-based protections but also trained personnel and established processes as the layers of protection. 
Network connectivity is limited through the use of firewall rules and router access control lists to allow only permitted systems to communicate. Intrusion detection/prevention systems (IDS/IPS) are distributed throughout the network to passively monitor systems and alert on suspicious activity. Active scanning software such as anti-virus, anti-malware, and anti-spyware programs are installed on client computers. Monitoring these protection mechanisms are security analysts who operate in a security operations control center to respond to a security event. In this secure facility analysts are actively searching for security events 24 hours a day 365 days a year. These highly trained individuals are skilled in detecting and responding to any indication that a security incident is occurring. The analysts follow processes and procedures established jointly by the analysts and their management to ensure that monitoring is done properly and effectively.
This paper will explore each of these lines of defense, their interactions with each other, and explain how the defense in depth approach provides a higher level than any individual form of defense available today.
Introduction
The National Airspace System (NAS) is the term given to the systems and networks that support air traffic throughout the United States. This includes the Air Traffic Control Towers (ATCT) at the airports, Air Routing and Traffic Control Centers (ARTCC), and all the various types of air traffic support stations including services such as radar, weather, surveillance, and voice. All these systems communicate in an accurate and timely manner to ensure that air travel is both efficient and safe. This paper will discuss the process of securing a network like the NAS and the systems that communicate on it. 
The NAS consists of many systems. Unlike typical networks, the normal form of communication is systems communicating with other systems rather than end users requesting the data on demand as in a typical 


Figure 1. A high level overview of the NAS.
network such as an office network or the Internet. A significant challenge of securing the NAS is its immense size. This nationwide network consists of more than 5,000 facilities located throughout the continental United States, Alaska, Hawaii, and the Caribbean. All of these facilities need to have the ability to send and receive data about flights in the air and on the ground as well as weather and surveillance information throughout the United States. Figure 1 is a basic diagram illustrating the networks used by the NAS.
The importance of the data that traverses the NAS and its networks has helped classify it as critical infrastructure to the United States and therefore has increased the focus on the security of the systems and networks that are used for communication. This also makes it a potential target of cyber attacks because of its importance to the United States government and its citizens. Due to this importance, a layered security approach must be taken to ensure that the network is protected and highly available. The industry standard for protection of critical systems is to apply the concept of defense in depth. This approach raises the difficulty for attackers and makes their actions more likely to be detected.
 Defense in Depth
Defense in depth is a strategy applied to network security that was originally applied to military strategy. From a military perspective, the idea was to create multiple lines of defense to slow an attacker - while the attacker may breach a front line defense, they should be stopped by a later line of defense. Further, they also leave their flank vulnerable at the point they encounter deeper layers of defense.
Applying the strategy of defense in depth to network security was originally accomplished by the NSA and it has become widely accepted and implemented. Network security requires slight modifications to fit the paradigm of the military. For example, rather than troops, networks have various network devices and software. Additionally, defenders are not likely to participate in a flanking maneuver on their attackers. Instead, the intent of defense in depth in a network security context is to deflect, slow, and ultimately prevent an attack’s success. If an attack should succeed, the defender needs to be aware that the attack made it through, have logs of the attacker’s actions, and be ready to respond to the attack.
The primary categories of defense in depth for network security are technology, personnel, and processes. Each of these in turn consists of their own layers that create defense in depth to defend against an attack. The balance of this paper will detail each of the layers independently then complete the defense strategy by composing it to a complete defense in depth approach.
Layers of Defense in Depth
Technology
The application of defense in depth entails the use of many different types of systems and technologies. Included among these technologies are devices for access restriction, intrusion detection and prevention, as well as scanning devices. Each of these technologies has unique characteristics and benefits to information security. The technological layers of defense in depth can be seen in Figure 2. 

The first of these layers is an access restriction device. Access restriction devices serve the purpose of only allowing certain traffic to pass. These devices vary in complexity and form. Some exist in a dedicated format allowing for far more complex inspection of traffic in various ways known as firewalls and deep packet inspection. Some are features built into 
Figure 2. The technological layers of defense in depth.
devices that have other primary purposes in a network such as routers and switches. Each of these devices has a component known as an access control lists or ACL. These lists control which systems can communicate with each other. For example if you had three systems A, B, and C that are only allowed to communicate in specific ways. Access Control Lists are a simple and effective way to prevent or allow this type of communication. With access control lists you can allow systems A and B to communicate and B and C to communicate but prevent A and C from communicating directly. This helps prevent a system from gathering data or information from other systems with which it is not authorized to communicate. In most cyber attacks, compromised systems are used to attempt to gather information about other systems that are reachable via the network. Another feature of the access control lists is the logging that the devices create when traffic is allowed or denied by these components. This logging can be centrally stored and continuously monitored.

Figure 3. Communication is allowed from systems A to B and B to C but not A to C.
Intrusion detection and prevention systems are designed to detect attacks in traffic. These systems fall into two general categories: signature and anomaly based. Signature based systems analyze traffic for known indicators of malicious traffic. These indicators are available in pre-written rules that tell the system what to look for in the traffic. All traffic that is seen by the device is compared against these rules. Should the indicators be present, the traffic is either logged and an alert is generated or blocked depending on the implementation that is used. Anomaly based detection involves monitoring the traffic for a period of time and determining what is considered normal. Once this learning is accomplished, a baseline is established and the devices look for any deviation from this baseline behavior. Any deviation is considered an anomaly and an alert is created for further investigation. 
The final layer of security is scanning software and devices that reside on or near the end systems themselves. Several types of programs or systems are used to aid in this type of security. The first component is software that is installed on the end system known as Host-based Intrusion Detection Software (HIDS). This software establishes a list of software and monitors critical system files when installed. If new software is found or the critical files being monitored change in any way then an alert is generated and sent to an operator. Another piece of software that is widely used is Anti-virus software. This software is designed to detect all malicious files that are present on the system, quarantine, and delete them before they can be executed. 
Personnel
Regardless of the systems and security measures that are put in place, they are of limited utility without trained individuals watching them. All of the data that is accumulated on the network is returned to a centralized location typically called a Security Operations Control Center. This facility is operating 24 hours a day 365 days a year and is staffed with specially trained analysts whose sole job is to monitor and review this data for any possible indication of a compromise. All of this data is typically aggregated in a Security Information and Event Management system (SIEM). A SIEM absorbs all the data from the applicable systems and then uses advanced algorithms to correlate the events across multiple systems and networks simultaneously. This helps pare down the data into more useable and effective subsets and helps guide the analysts to high risk events or patterns. To gain maximum value from a SIEM, both the administrator of the SIEM and the analysts must be trained to understand the vast quantities of information provided by the SIEM. Security analysts work around the clock constantly watching and reacting to possible security incidents. These incidents can include shifts in network behavior, changes in system behaviors, and any type of alert for potentially malicious activity as seen from network traffic. These analysts have in depth knowledge of threat vectors and attack methodologies including advanced packet and network traffic analysis and forensics. In addition, each analyst is trained on how to handle a true security incident including identification, mitigation, and resolution. The analysts are also trained to follow very specific incident response policies and plans in the event of a compromise to ensure that all necessary protocols are followed and the proper groups are notified. 
Process
Cyber attacks can occur through many different methods. The detection of and subsequent response to these attacks require significant discipline in order to be successful. A well-defined incident detection process has multiple key indicators that it relies upon to alert analysts of an attack.
The first indicator of an attack is reconnaissance. This is the term given to an attacker trying to gather information about the target network. Indications of reconnaissance can be a large scale host, port, or vulnerability scan or it can be only one or two packets an hour or day intended to slowly gather information without raising suspicion. With either method of scanning, this indicator is typically present before an attack or after the initial system has been compromised and the attacker is trying to move deeper into the network. 
The second indicator is related to malicious activity or software. This will include alerts from an IDS/IPS system indicating that suspect network traffic has been detected or an alert from the AV or HIDS software indicating that a suspect file has been detected. 	
The final indicator is largely related to anomaly detection and will be quantified through a change in behavior. This can include something simple such as a host suddenly increasing its activity or something as subtle as a host creating a connection on a new port. These indicators will be detected through analysis of various types of data usually generated by an anomaly detection system or a SIEM. 
Each time one or more of these indicators are found, alerts are sent to the SOCC for further analysis. These indicators can be related to normal activity and it is the responsibility of the trained analyst to determine which events are legitimate attacks and which are false positives. If an incident is investigated and deemed legitimate, the incident response process specifically outlines the steps that must be taken including the necessary information to gather, which parties to notify, and what steps to take for mitigation. Mitigation steps could be as simple as disconnecting or blocking a host from communicating on the network or more drastic such as shutting down an entire facility. The severity of the response is related to the severity of the incident. 
After any attack, a post attack analysis must be performed. The incident is analyzed by the security team and lessons learned from the incident are developed. This helps the team understand how the compromise occurred to develop steps, procedures, and technologies to prevent it from occurring again. Each incident should be used to educate the team to prevent future occurrences of similar incidents. 
Applying Defense in Depth to the NAS
Securing the NAS is a challenging and difficult task. One challenge is that the NAS must remain secure and it also must remain available to continue the many daily flights transporting passengers and cargo. Other challenges to securing this network include the sheer size of the network as well as the critical nature of the data that is contained on it. In order to make the network secure but at the same time ensure high availability, a layered defense in depth approach must be applied.

To achieve the optimal security, a defense in depth approach for the NAS should have the layers described in the preceding sections as depicted in Figure 4. Firewalls should be in place at all connections as well as access restrictions applied to other network devices where possible for redundancy. This is a logical outer layer for the defense in depth approach 
Figure 4. A defense in depth approach for securing the NAS.
because it prohibits unauthorized traffic from entering the network or traversing from segment to segment. 
The next layer of defense created by those access restriction devices is a layer of intrusion detection system. These systems monitor the traffic that is permitted to pass through the outer layer and inspect the traffic that actually is traversing the network. This limits both the amount of traffic processing power needed for the intrusion detection system and the amount of effort spent investigating alerts that are irrelevant because they are blocked by an access restriction device
The final technological layer is the innermost host-based systems such as anti-virus scanners. These systems are tuned to only focus on the hosts and are the last line of defense and detection from a technological perspective. Should one of these devices create an alert, then the alert means it is potentially malicious traffic that has reached the end device as the traffic has already passed through access restriction devices. 
Layered in parallel with the technological layers are the personnel and process layers represented by the squares in Figure 4. These two layers create a synergy with the other technology layers enabling the personnel to be the central piece controlling the others. The personnel receive input from both the technological layer’s alerts and the process’ direction. The personnel provide modifications to the configuration of the technological layer and updates to the process as an output. 
The defense in depth approach described above is created to allow multiple opportunities for a network attack to be detected or blocked. While the ideal case for any network is that all attacks are blocked, a more realistic desire at this time is that all attacks be detected. While those detections may often come from the technological layers, they may also come from other sources such as end users noticing odd behavior or, in the worst case breakdown of detection capabilities, from outside third parties such as law enforcement. A well-run security team should be prepared and capable of receiving those notifications from all sources with a well-documented process and procedure ready to run in the worst case scenario of a breach or compromise.
Conclusion
Although the defense in depth approach cannot guarantee full protection against attacks, it is the state of the art and there is no method that currently can guarantee full protection. Utilizing multiple layers to provide security in the NAS allows for a higher guarantee of blocking attacks or detecting them. Maintaining a well-trained and highly disciplined security staff with up-to-date and practiced procedures helps to achieve this goal. The defense in depth approach is a recommended implementation in all segments of the NAS. An often used adage is that a chain is only as strong as its weakest link. The same adage can be applied to network security in that a network’s security level is only as strong as its weakest link. For that reason, constant vigilance must be maintained on all systems and all aspects of the NAS, critical or not, as the end result of a compromise could be substantially damaging to the nation’s air traffic.
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